STRIA

@) BERSECURITY

Cybersecurity
Tips for
Everyday Life

A MINI GUIDE WITH EASY TO IMPLEMENT TIPS
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Woatch out
for scams
&
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Don’t click unexpected links
Verify with the sender before clicking.

e Beware of attachments
Unexpected files may contain viruses.

e Don’t answer unknown calls
Let them go to voicemail.

e Government & banks don’t call for money

Hang up if they demand payment.
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Protect your
accounts

[] Use strong passwords
At least 12 characters, a mix of
letters, numbers and symbols.

[ | Don’t reuse passwords
Each account should have its own

unique password.

[ | Enable two-factor authentication (2FA)
Adds an extra layer of security.

[ | Use a password manager
Helps keep track of all your passwords securely.
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Visit haveibeenpwned.Com
° See if your email or passwords
C h e C k If were leaked in a breach.
14 b Change passwords if needed
o U ve e e n If your info was exposed, update your
q c ke d passwords immediately.

You don’t have to be perfect O , ; (
Just make yourself a harder target than

the scammers expect.

Stay

If something feels off, stop and verify.

ot confident

Talk to family, friends, or a trusted

tech-savvy person. o n I i n e

Stephanie Sabatini @ stephanie@astriasecurity.com
CEO & Cybersecurity Expert
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5.

Follow us on Linkedln

in



